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Child Exploitation and Online Protection Command

REPORT

ABUSE

Reporting mechanism for CHILDREN...

When should | report to CEOP?

Someone...
| don't know is
asking me to

Someone ...
online is putting
pressure on me

to do things | live-stream &
don't want to do things |
do don't want to
do

Someone...

online keeps Somec?ne...

asking me to I metin an
meet them online game

face-to-face & | keeps trying to

feel pressured talk to me
by them ESESET privately
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Tell Someone
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What Does Your Selfie Say?

Keeping ourselves safe... ‘
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If you get stuck,
or if you see or
something
makes you feel
sad or scared,
always tell a
b = trusted adult
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Keeping ourselves safe... ‘
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Keep your
— - .personz.al
: information
private

Keeping ourselves safe...
BENUND

Be kind to
your online
friends, like
you would in

the
playground at

SCHOOL




Keeping ourselves safe...

pSIK _FI R'Siy

\ Keeping ourselves safe...

¥

Tell Takea Never
Check with an someone screen shot arrange to on the
adult at home if youre mzfs::ge:?s;f,d %ﬁ:h@ internet
before you bis o ,,‘,’;’;';g‘f{f:;f;':u someone
the internet (T Chr (s, you've met

visit a new
site, game or

Taking a screen
i shot saves the )
“,,‘iﬁi’s’"fgﬂfj,y nasty messages, so even if they Be aware of
emails) that you can show e o | |the “Click Her
them to people yz“ Ith o to Win’!
who can help you govgthen

(for example,
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Latest trends of
what children are
doing online

ECP ONLINE

Education Child

Protection 7 GAMES

Advice for parents on Roblox...

Check the privacy Set up time limits

settings on your on how long they
Remember playing : child’s account.... spend playing

‘Snake’ on your
old Nokia?

onoco i

Privacy Settings

18
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e Games.. [

RovVA

Some games are more complicated & STRATEGIC...

19

Age-rating of game In years

31| T[12(16{18

PEGI (Pan European Game Information) is a system of age-rating and
labelling games, which incluces descriptors ta indicate the main
reasans why a game has received a particular age rating:

d Badlanguage WS Fear P Violence

@* (Game contains bad language Sl Gome may be frightening or o Game contains depictions of
scary for young children (l voionce

0 Linciase

g Orugs g sex
Game refers to or depicts the Game depicts nudity and/or
use of drugs sexual behaviour or sexual
references

VoL Bhet—

Discrimination Gambling
Games that encourage or
teach gambling

Online gameplay
Game contains depictions of, Game can be played online
or material which may

encourage, diserimination

of British parents ignore
age-ratings on games

COMPUTER
GAMES

WWW.pegi.

Very strong violence
Frequent strong/very strong language
Strong portrayal of sexual activity
Scenes of strong sexual violence
Strong horror
Strong blood and gore
Real sex
Drug taking
Discriminatory language or behaviour

Biggest computer game in the
world right now is....

250 million+ downloads

Fortnite is an online shooter
that starts with 100 players and
leaves one winner standing.
Battle Royale sees 100 players
parachute onto an island, and
the last player alive wins. Each

game lasts about 20 minutes

It has a PEGI "Wy Fortnite
3 Epic Games International S.a r.l., a Luxembourg Société &
ratlng Of 1 2! for Responsibilité Limitée
¢ You and your friends will lead a group of Heroes to reclaim and
frequent scenes . o
] 3] ’ darkness only known as “the Storm". Band together online to
of mild violence bulld Sxtravagant

The game is violent — it is a battle to the death,

after all — but the violence is rather cartoon-like
- it isn't bloody or particularly gory

All rights reserved - Education Child
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Fortnite predator 'groomed children on . .
voice chat' ..has warned Fortnite is

putting children at risk
from online paedophiles
due to the chat facility.

Although the game itself
seems pretty harmless,
players can talk and type
whatever they want to
each other, and bad
language is rampant

f Advice for parents on Fortnite... L

Be aware that Monitor who your
there is mild child is talking to -
violence - PEGI check the
rating of 12 communication
settings

Set up passwords on
bank cards - lots of Set up time limits
game purchase on how long they
options spend playing...

25
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Children hooked on
addictive video games like
‘How my son went from gamer to Fortnite will be able to

s F seek treatment on the
NHS, after video gaming is

classified as a medical

disorder by the World

Stories

The move comes amid
increasing evidence of
young players suffering
psychological distress and
family breakdown as a
result of their addiction.

Health Organisation (WHO).

July 2019...Maybe
Fortnite: UK player finishes second in el bad JEE for
e-sports World Cup parents...

15 year old from
London won nearly a
million pounds after

coming second
alongside his
teammate in the
Fortnite World Cup
finals

The next one in-line, thought that
it could maybe overtake Fortnite...

APEX

— LEGENDS —

For PlayStation® 4, Xbox One, and
Originon PC.

PLAYTRIE NOW®

PEGI RATING OF 16

29
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Gaming Buzzwords ...

1337 (ARespawn

When a character
Which means ‘Elite’ level reappears after being killed

Represents letters LEET

(ANoob (QAPWN

Newbie to the game To ‘own’ someone in a
(insult) n0Ob / Noobie | game, or render them
/ Newb helpless

Above are some of the most commonly used
phrases by avid gamers




Tik Tok

TikTok is a
global video
community
powered by
music. Whether
it's dance, free-
style or
performance,
creators are
encouraged to
let their
imagination run
wild.

Top Trendi

{3

Snapchat

Snapchat lets
you send a
photo or short
video to your
friends. The
‘snap’ appears on
screen for a
matter of
seconds before
disappearing.

Instagram

Instagram is
a picture and
video sharing
app. Users can
post content
and use
hashtags to
share
experiences or
memories with
an online
community.

4

Which of the following is a
real Instagram account?

a roger.federertm ;‘ brackobamba

@

rogerfederer &

@ davidbeckham ¥

All real Instagram accounts...
o beyonce %

"

BLUE TICK!

barackobama ¥

33

WhatsApp

WhatsApp is an
instant
messaging app,

which lets you
send instant

messages,
images and
videos to
friends.

Top Trendi

< Account

Privacy

Last Seen
Profile Photo

About

Live Location

List of chats where you are sharing your

Blocked

Read Receipts

iy

Screen Lock

WhatsApp

WhatsApp is an
instant
messaging app,

YouTube

YouTube lets

which lets you
send instant

messages,
images and
videos to

friends.

you enjoy the
videos and
music you
love. Upload
original
content, and
share it all
with friends,
family, and
the world.

Houseparty

Agroup video
chat app. When
you and your
friends are in the
app at the same
time, you’ll see
each other
instantly. One

Twitch is a live

Discord

Discord is the
only cross-
platform voice
and text chat

Twitch

video game
website. You can
watch playbacks
of games being
played by other
people. You can
also live stream
your own games. i

and seeing who

app designed
specifically for
gamers. It is
perfect for
chatting with
team member

s playing online

tap and you're in.

36
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Kik
Kik is an
instant
messaging app
which lets you

37
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abuse cases’

© 77 septemnar 5018

once.

Most Concerning...

sport

Kik chat app ‘involved in 1,100 child

One teen chat app has featured in more than 1,100 child sexual abuse

Technalogy

Yolo: Viral Snapchat app raises abuse
concerns

s ol

Became the most downloaded
iPhone app in the UK and US
just a week after its release

Previous anonymous online
Q&A services have been

share blighted by abuse and bullying
messages,
ap;té?:l’_‘d The app works by letting
gnews, or people post a graphic inviting
°'9a"t‘5e N— others to "send me anonymous
events.

messages”, which is
superimposed over a photo

(1
X 6
Use a strong Change settings
Secret password to private
Kik
YOLO Calculator
Kik is an o | Consider the
instant h Calculator hides Use an alias and minimum age
- — id personal
messaging app Omegle photos, contacts e
which lets you Send Safe and videos Rt @
share Message- Self Talk to behind a Don't accept
e Destructing | S | Souputina 0] et
photos, Send Safe is a connects you | passcode it will Penynciugs,
games and 3 date of birth and
free service, randomly to G U & other personal ©)
WS, €7 which allows you | another person | private area. information Switch off
organise to send a who's on the Able to browse location services
events. message or photo | Site, and lets | internet without
via popular you talk to the history being (O] @
apps, ...that them in a one- saved. Show your child Tell them to
Disappears to-one video how to block think before
d report they post
after seen chat. 3 O

40

Account privacy

P <

Using social networking sites,
it is so important that we use
privacy settings
to keep ourselves, and
our information, safe!

Private account O
5 Lear More

Menu
Button

41
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The issues and

dangers children
face online g

ECP GROOMING

Protection
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Child Exploitation Online Protection Centre (CEOP I Online groomi g: The five stages

How do offenders engage youngsters?

- by using the sites that they use....
w _ Flattering a child

’ into talking in a private

; chatroom/game where

Often posing as they will be isolated
a child of the same age / gender. | The child will often be
They will often purposefully present a very asked for a non-sexual
similar profile as the child. picture of themselves
They are skilled at manipulating them into
criminal sexual relationships

Online grooming: The five stages g Online grooming: The five stages

Asking the child about
the location of their

Gaining information . computer/tablet and who

asking the child what problems ‘ else has access to it

/needs they have to create the \ ) .
illusion of being their 3 in order to assess the risk of

best friend and that they can help being detected. The desire is to

They begin to fill the needs of the w
child they are alone together

to help reinforce a
special connection

Online grooming: The five stages &  Online grooming: The five stages

Engaging the child in
explicit conversations
o & requesting sexually
Building up a sense of explicit pictures from
mutual love and trust - / §ECT

with the child :
. At this stage the predator
suggesting that they can will usually try to

discuss "anything” arrange a meeting
with the child

All rights reserved - Education Child
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wants to chat

CYBERBULLYING

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Catfishing Cyberstalking

Griefing
Flaming
Harassment Outing

b= i8I ST T [ ey,

FEER

Cyberbullying terms
You’ll hear various different words
used in the context of cyberbullying......

Catfishing

Pretending to be
someone you’re
not online.

All rights reserved - Education Child
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What is
cyberbullying? B

./

..any form of bullying
that is carried out through the use of...

Gaming
Console

Desktop
Computer

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Cyberstalking
Using the Internet
to stalk or harass

Cyberbullying terms
You’ll hear various different words used in the context of

cyberbullying......
All these terms
refer to ... m

...making
nasty

comments
online

EEEEE
PR

10



Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Dissing
speak
disrespectfully
to somebody

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Harassment
The act of bullying
somebody based on

their sexuality, race,
religion, size etc.

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Roasting
Being ‘tactfully
mean’ or poking
fun at someone

All rights reserved - Education Child
Protection LTD 2020

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Flaming

making pointless
or hurtful messages

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Trolling

Deliberate act of making
controversial comments
on an internet forum
with the intent to
provoke a reaction

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Griefing

11



Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Aired

Individuals are
systematically blocked
from games or gaming teams

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Outing

Disclosing a person’s
sexual orientation
or gender identity

Cyberbullying terms
You’ll hear various different words used in the context of

cyberbullying......

Swatting

Is where someone finds
your home address
through your IP address and

then calls the police
—

All rights reserved - Education Child
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Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Griefing

Purposefully ‘killing’ your
teammates in an online game

Cyberbullying terms
You’ll hear various different words used in the context of
cyberbullying......

Doxing
Maliciously revealing

someone else’s
personal information

TipS for = Save the
dealing with evidence
Cyberbullying!

r respond
L = 4

S-Start |

T-Telling .
O-Other ‘
Block /

P-People 9
- 4 the
" bully '
Be aware of
what you 5
share 3"
Al A s d

12



Spotting the signs... " What should I do if my child

Being secretive about their online is being bullied online?
Being upset activities spending more or less time i
after using than usual online Stay calm Listen without judging
their phone or —
iy e & | LEEaE, Praise them for talking to you
: i increasingly
withdrawn,
upset or

angry

Tell them you can help Ask them not to reply

Block the bullies Xeep the evidence

C Not wanting

confidence Avoiding to go to
or self- social school
esteem situations

4 1 Report information
~—a. ’Mto your child's school.

When people talk about sexting,
they usually mean sending & receiving...

SEXTING

Why do children send inappropriate images / videos?
|

There are many reasons why a young person may want to send a
naked/semi-naked picture,video or message to someone else...

joining in
because they thin
that ‘everyone is
doing it’

B boosting
their
self-esteem

Emotional

can leave young distress

people
vulnerable to...

- they may find it difficult
D to get attention to say ‘no’ if somebody
and connect with asks them for an explicit
new people on image, especially if the
social media person asking is persisten

All rights reserved - Education Child
Protection LTD 2020



THE LAW....

Protection of Children Act 1978
Makes it an offence to take, make,
show, distribute, possess (with a
view to distribute) or publish an
advertisement with an indecent
photograph or pseudo-photograph of
a child under the age of 18.

Criminal Justice Act
1988 part XI
Makes it an offence to
possess indecent
images of children.

Criminal Justice and Courts
Act 2015 | Sexual Offences Act 2003

section 33 Lists sexual offences and their

Makes it an offence to definitions. If an image being
share private sexual shared is of a sexual act, police
photographs or films with must find out whether a sexual

the intent to cause offence has been committed

distress. and act accordingly.

Once you send a If an indecent or
message you can't If you've sent a nude pic of you is
control what nude pic, have an posted online, you

happens to it. Don't || honest conversation can contact the
let someone guilt or || with the person you |ll website directly or

pressure you into sent it to. Ask them make a report

sending it to delete it online to try and

get it removed.

Find out how to deal with a sexting crisis
Support and advice of what to do next
Use ChildLine and IWF to remove images online

Call ChildLine or save the number to your phone

Initial advice...

Use tools Set the
to help you @ tone for Have a
reinforce your family

time spent child’s agreement
online internet / contract
use ASAP

All rights reserved - Education Child
Protection LTD 2020

How we can make
children safer
online

ECP

Education Child
Protection

Making things safer-....

84
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Initial he.

®

Initial here:

1 will mak

fort o learn phone

Initial here:

low are for my safety and that my parents love
parents want 1o give mo froedom.

o e e

Tor porn or amything ehe

1 promise I vl tell my parenis when
propledon know: i el my o i o b haven

e off, slence, and put my phone.
bing with bei

1 understand that this is NOT my_ was paid for by my.
Having thie phone is not -«mu..mh-m-unnnu-.-w-y.‘um,u
bove rules. | understand that

rv's @ wed for them 15 do

me more than anyhing in
. while also Giving me enough security

m phone pesswords, | undersand that my parents hove
thout my permission

school night and every weskend

1 woubde't ok iy gresdnes Beufing.

olarming phone colls o

rstand thot thers could be serious legal consequences

. ! undersion ot my behevir n m phone con impoctmy ure repuion—even n weyshe L om
ot abla 1o predic o see, Initial here:

d nternet st

phone and that it was

d ag:
i e e e e

Sign here

by someone via my cell phone.
[3:] Y om old snough, ot et and drive.  undersond i very dngerous ond prty spid

undarstand this s an extension of normal
public-especially in o restaurant, ot the.
o rude per

rscn. | will not allow the phone
[10:] 1l NEVER uso my phano or sociol modic 0 bully o ecse aryone,aven i my frands thik s ey

where | have bean or how | am usingthe phane. | promise fo answer quesions
‘and divacty, initial here:

e —

Safer watching

Youl[T)
KIDS

Dive into a world of
discovery, learning and fun

YouTube Kids gives your familyan ezsy way o viatch
heirfavourte programmes o

‘captures their imagination.It's free, simple to use
ullof famityiendly videos

YouTube Kids. Made for curious ltle minds.

s.youtube.co

Making things safer....

UK Chief Medical Officers’ advice for parents and carers on
Children and Young People’s screen and social media use

in the way of important,
0.

BEE 6 o

News | Sport | Wester iPlayer | Sounds

Self-harm clips hidden in kids' cartoons

This video has been removed for violating
YouTube's Terms of Service.

Children's charity the NSPCC has accused YouTube of failing to tackle:
dangerous content on its youth channel.

YouTube Kids, dubbed as a safer, chid-frend version of the video-sharing ske, has

©)

The Kids Search, search engine is highly sensitive

89
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sFRASBPW

stay/sare

be safer online.

YouTube Kids,
dubbed as a
safer, child-

friendly version
of the video-
sharing site, has
been criticised
by parents for
failing to remove
cartoons that
contain clips
depicting suicide
methods on-its
platform

Adults page

parents and teachers

We always recommend a child should have their own user
login. Filters should be set to the highest the provider can
offer.

90
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& - C [Y www.google.com/preferences

Gor «gle

Search Settings

91

Search results SafeSearch filters

Languages Tum on SafeSearch to filter sexually explicit content from your search results.
Location Filter explicit results. ~ Lock SafeSearch

Help

Ty 941 A

Screen Time T I
Tum on Screen Time B e o

s Alowed
1. Onyour Phone, Pa, or P touh, 0o Setngs > Screen Time payou vt l e

2.Tap Tum On Screen Time. (@) Cortent & Privacy Resricons
Block na

pororiate conert.

3.Tap Continve.

4. Select Thisis My [device]or This is My Child's [device)
Include Website Data

your device, apps, and webstes,
It your chifs devie, you can setup Screen Time and create settings right on thel devce oryou can P —————
!, L P your chi's
, fightfom your own

LT T —

Making things safer on Apple ‘Family Sharing’...

Ask Permission
Arscunst 1o bo Spaceby Tiyhop i
o sent o your parrts.

Cancel Ask

Before your children can make a
purchase, they must ask your
permission.

92

€ samantha

min 3

Keepaneyeon
screen time

Samantha's Nexus 5 Set limits

& Unlocked

Lock their device

Lock ol Whethe: togo play

© sedtme dinner, or just spend time togethe

can remotely lock a dev
9PM-7AM time to take a break.

EDITSCHEDULE

94

Cancel Time Limits
@ TimeLimits
Add weekend
Daily Time Limit Sky Broadband Buddy
Platforms = —
v Manage each
L FoceTime 1 your phone or tablet.
n ook v’ Create different filters for everyone in the family so
—they only see what they should —
Instagram
. I limits and bedtimes
v Whether it’s homework time or family time, tap
. Netflix 45 minutes pause on one person or the whole home and they
e e -~ won't be able to get online
i =
“v"See what your family does online and the sites they
£X snapchat AESTSE————
v Even better the children won’t know you can do alf
B YouTube = " = = = -
this-as you don’t have to install-ontheir devicel

95
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Keep them Safe
ntent
Designed to solve parents’ concerns
Q ibility, and cr it bout their
) Block Inappropriate Content 12} control Gamesand Apps

Our smart iters block inapprapriate content even in et time lmit for games & appsor block apps you

pivate browsing mode. dorftwant from running ltogether
e

Balance Screen Time £ Monitor Social Networks
Easily limit your child's screen time across alltheir Monitor time spent on Facebook, Twitter, Instagram,
devices. Whatsapp and more.
QY Monitor calls & sms Location Tracking and Panic Alerts
Track your child'slocation. In an emergency your child
can send you Panic Alerts.

View your child's calls and texts, read SMS messages,
and seta st of blocked contacts.

ps

iy s

96
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www.kidsonlineworld.com

Welcome to kidsonlineworld.com
We aim to keep you as up to date as possible with the games, websites and apps that children are currently using

The more you know - the better!

STAY CURRENT
We are on the ball, and always provide updates as and when they happen

SAVE TIME
We do the research and put it together for you, saving you time

EXPLAIN RISKS
Our website is clear, concise, and helps all understand the risks children face

Parent Zone have very usef

Digital
Parenting

ul magazines
for parents - ‘Digital Parenting’ -
can read whole catalogue on their website

97

Helpful sites for Parents & Carers

www.parentinfo.org
(9 parentInFo e

Help and advice for families
in a digital world

99

Helpful sites for Parents & Carers
www.internetmatters.org

How to set parental controls

101

All rights reserved - Education Child
Protection LTD 2020

98

Helpful sites for Parents & Carers

www.internetmatters.org

m R

Helping parents keep their children safe online

Help childrenrnavigate

. | —
social media‘safely
<

100

4 Select your protectid

www.internetmatters.org

My Account i i
Al Privacy & online safety
. family & forums. w:""’rnhm-w.u?m

102

Ses e people XhoxLive peoles (box M0 Prle | Evenody o
Viewiag)
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Making things safer....

Simple checklist for parents & carers :

| have visited www.thinkuknow.co.uk with my child
FREE (I have bookmarked the CEOP website and told my child

Help with what is there)

3 Open and honest dialogue - show an interest and learn
Sett]ng up about what your child does online
parental
Stay in control as much as you can through
parental filters, Family Sharing, and apps like Qustodio

controls, adjust

privacy settings
or advice on

social networks

Talk to experts
from 02 & NSPCC

to - without being chastised...

0808 800 5002

Education is better than saying to you
“you are not doing this anymore...”

103 104
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